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The Conference of the Parties to the 

United Nations Convention against Transnational Organized Crime 

at NWMUN-Seattle 2017 

The NWMUN-Seattle Secretariat strives each year to create an accurate simulation for our delegates. We have 

developed additional ways for delegates to interact within the simulation, including enabling delegates to take 

multiple forms of action on an issue, including but not limited to adopting resolutions. This section aims to provide 

additional, specific information for the Conference of the Parties to the United Nations Convention against 

Transnational Organized Crime (CTOC) at NWMUN-Seattle 2017.  

Briefings 

While discussing a topic, delegates are able to receive briefings from representatives of relevant States Parties or UN 

subject matter experts. The specific thematic experts available will be announced on the NWMUN-Seattle website, 

as well as the beginning of the conference. 

Mandate 

The mandate of CTOC is:  

To improve the capacity of States Parties to combat transnational organized crime and to promote and review the 

implementation of the United Nations Convention against Transnational Organized Crime (“the Convention”). 

Selected Functions & Powers 

 Facilitating activities by States aimed at establishing and promoting best practices and policies aimed at the 

prevention of transnational organized crime at the national level. 

 Facilitating and supporting activities aimed at strengthening international cooperation, including with regional 
and sub-regional organizations. 

 Facilitating and supporting training programs for law enforcement personnel, including prosecutors, 

investigating magistrates and customs personnel, and other personnel charged with the prevention, detection, 

and control of the offenses covered by the Convention. 

 Facilitating the exchange of information among States Parties on patterns and trends in transnational organized 

crime and on successful practices for combating it. 

 Cooperating with relevant international and regional organizations and non-governmental organizations. 

 Reviewing periodically the implementation of the Convention. 

 Making recommendations to improve the Convention and its implementation. 

Outcome Documents 

When taking action, the Conference of Parties may adopt resolutions. These resolutions are binding, and it is 

expected that States Parties adhere and implement resolutions as relevant. 

Rules of Procedure 

The Conference of Parties will use the standard NWMUN rules of procedure, available on our website under 

“Delegate Preparation” as well as in printed form at the conference.  

Members of the General Assembly Plenary at NWMUN-Seattle 2017 

The Conference of Parties will include those who have ratified or acceded to the United Nations Convention against 

Transnational Organized Crime (2000). This includes 184 UN Member States, as well as both non-member 

observer states; the UN members who have not joined the treaty are Bhutan, Republic of the Congo, Iran, Palau, 

Papua New Guinea, Solomon Islands, Somalia, South Sudan, and Tuvalu.  

https://www.unodc.org/unodc/en/treaties/CTOC/index.html
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Committee Overview 

Introduction 

The Conference of the Parties to the Convention Against Transnational Organized Crime (CTOC) works to ensure 

the financial, legal, and technical capacity necessary to review and implement the provisions of the United Nations 

Convention against Transnational Organized Crime (2000) (“the Convention”) are available to all States Parties.1 

Through the coordinated use of widespread trade networks, which can fuel corruption within States Parties, interfere 

in electoral systems, and undermine the rule of law, transnational organized crime organizations are able to target 
vulnerable populations, such as the poor, women, and children and undermine human rights, social development, 

and economic development.2 Entering into force in 2003, the Convention recognizes the prolific nature of 

transnational organized crime and recognizes the States Parties’ responsibility to combat it.3 

CTOC was established pursuant to Article 32 of the Convention to facilitate the regular review of the 

implementation of the Convention by all Parties, as well as to serve as a forum through which States Parties could 

exchange information related to patterns in transnational organized crime.4 

The adoption of the Convention on 15 November 2000 signaled the recognition of transnational organized crime as 

a criminal activity.5 Though transnational organized crime had been identified at the state level before, the 

Convention was the first treaty to address it at the international level.6 Utilizing the substantive and operational 

support of the UN Office on Drugs and Crime (UNODC), CTOC serves as a critical body in the facilitation of 

information exchanges between States Parties regarding trends in transnational organized crime and best practices in 

combating these trends.7 As the capacity-building mechanism of the Convention, CTOC provides a forum for States 

Parties to cooperate and develop strategies for the combating of diversifying types of transnational organized crime. 

History 

Prior to the Second World War, organized crime was considered a domestic issue; however, over the last 75 years, 

developments have allowed for the faster movement of people and goods, and thus organized crime has also become 

an issue that crosses multiple boundaries and jurisdictions.8 Formal international cooperation on law enforcement 

and later judicial matters began in the early 20th century.9 The first International Criminal Police Congress was held 

in 1914 and was attended by lawyers and police officers from numerous European states; they met to discuss arrest 
procedures and international criminal records.10 The first UN Congress on the Prevention of Crime and the 

Treatment of Offenders was held in 1955, resulting in the adoption of the Standard Minimum Rules for the 

Treatment of Prisoners (1955).11 This meeting was also the first within the UN to discuss crime control matters; 

subsequent meetings led to cooperation on and adoption of international criminal policy and the recognition of 

certain norms, including the connection between crime and freedom, peace, and development.12  

In 1971, United States President Richard Nixon declared a “war on drugs,” which prompted a large campaign to 

combat the flow of illicit narcotics and increased the visibility of international efforts to combat organized crime, 

which included drug trafficking.13 The General Assembly initially requested that the Commission on Crime 
Prevention and Criminal Justice (CCPCJ) undertake an ongoing “review and analysis of the incidence of 

                                                        
1 UNODC, United Nations Convention against Transnational Organized Crime and the Protocols Thereto, 2004. https://goo.gl/5hfgsU  

UNGA, UN Convention Against Transnational Organized Crime (A/RES/55/25), 2000. http://undocs.org/A/RES/55/25 
2 Ibid.  
3 UNODC, United Nations Convention against Transnational Organized Crime and the Protocols Thereto, 2004. https://goo.gl/5hfgsU  
4 Ibid. 
5 Ibid. 
6 Ibid. 
7 Ibid. 
8 Joustsen, International Cooperation Against Transnational Organized Crime: The General Development, 2002. https://goo.gl/UKWNXz  

Deflem, Bureaucratization and Social Control: Historical Foundations of International Police Cooperation , 2000. https://goo.gl/wEzVJS  
9 Joustsen, International Cooperation Against Transnational Organized Crime: The General Development, 2002. https://goo.gl/UKWNXz  
10 UNODC, The International Criminal Police, 1951. https://goo.gl/7dN8QW  
11 UN, Standard Minimum Rules for the Treatment of Prisoners, 1955. https://goo.gl/9QC6wk  
12 Joustsen, International Cooperation Against Transnational Organized Crime: The General Development, 2002. https://goo.gl/UKWNXz  
13 Welsher, Combating Transnational Organized Crime, 2012. http://www.washingtoninstitute.org/html/pdf/WechslerPrepared20120426.pdf 

https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://goo.gl/5hfgsU
http://undocs.org/A/RES/55/25
https://goo.gl/5hfgsU
https://goo.gl/UKWNXz
https://goo.gl/wEzVJS
https://goo.gl/UKWNXz
https://goo.gl/7dN8QW
https://goo.gl/9QC6wk
https://goo.gl/UKWNXz
http://www.washingtoninstitute.org/html/pdf/WechslerPrepared20120426.pdf
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transnational organized criminal activity.”14 In 1995, at the Ninth Congress of the UN Congress on the Prevention of 

Crime and the Treatment of Offenders, Member States discussed cooperation and technical assistance as a means of 

strengthening the rule of law, combating transnational organized crime, and establishing new crime prevention 

strategies.15 The Secretariat’s working paper (A/CONF.169/5), detailed numerous forms of transnational organized 

crime in various Member States, while also highlighting the connection between transnational criminal 

organizations which weaken states and terrorist groups which take advantage of this.16 With the adoption of General 

Assembly resolution 53/111 of 9 December 1998, the Ad Hoc Committee on the Elaboration of a Convention 

Against Transnational Organized Crime was established.17 Membership in this Ad Hoc Committee was open to all 
Member States “for the purpose of elaborating the international convention against transnational organized crime 

and three additional international legal protocols.”18 

The merge between the UN Drug Control Programme and the Centre for International Crime Prevention in 1997 

created UNODC, which became a primary component of the UN’s efforts to combat illicit drugs and international 

crime.19 UNODC works to address the issues of organized crime and trafficking, corruption, crime prevention and 

criminal justice reform, drug abuse prevention and health, and terrorism prevention.20 A Secretariat was established 

within UNODC to support work on the Convention after its creation in 2000; the Secretariat carries out the decisions 

adopted by CTOC and facilitates cooperation with relevant international and regional organizations, such as the 
Network of West African Central Authorities and Prosecutors against Organized Crime, the Ibero-American 

Network for International Legal Cooperation, the Camden Asset Recovery Inter-Agency Network, and the judicial 

cooperation network of the League of Arab States.21 

Mandate 

CTOC was established by the Convention to oversee the implementation of the primary international instrument 

aimed at fighting transnational organized crime.22 CTOC works to facilitate the actions of States Parties through 

cooperation with relevant regional and international organizations in regards to prevention, economic development, 

and training and technical assistance outlined in Articles 29, 30, and 31 of the Convention.23 Reviewing the 

implementation of the Convention while making recommendations for its improvement also fall within the mandate 

of CTOC, as do the three supplementary protocols to the Convention: the Protocol to Prevent, Suppress and Punish 

Trafficking in Persons, Especially Women and Children (2000) (“the Trafficking in Persons Protocol”); the Protocol 

against the Smuggling of Migrants by Land, Sea and Air (2000) (“the Smuggling of Migrants Protocol”); and the 

Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts, and Components and 

Ammunition (2001) (“the Firearms Protocol”).24 

CTOC may request information from States Parties regarding domestic programs, plans, and practices related to 

combating transnational organized crime, as well as measures taken to ensure the implementation of the 

Convention.25 CTOC encourages non-governmental organizations and international and regional organizations to 

cooperate and exchange information to enforce and strengthen the Convention.26 In accordance with Article 32 

                                                        
14 UNODC, United Nations Convention against Transnational Organized Crime and the Protocols Thereto, 2004. https://goo.gl/5hfgsU 
15 UN GA, Ninth UN Congress on the Prevention of Crime and the Treatment of Offenders (A/RES/50/145), 1995. 

http://undocs.org/A/RES/50/145 
16 United Nations, Action Against National and Transnational Economic and Organized Crime, and the Role of Criminal Law in the Protection of 

the Environment: National Experiences and International cooperation (A/CONF.169/5), 1995. https://goo.gl/pedFpP  
17 UNGA, Transnational Organized Crime (A/RES/53/111), 1999. http://undocs.org/A/RES/53/111  
18 Ibid.  
19 UNGA, Renewing the UN: A Programme for Reform, 1997. http://www.un.org/ga/search/view_doc.asp?symbol=A/51/950  
20 UNDOC, About Us, 2017. https://www.unodc.org/unodc/en/about-unodc/index.html?ref=menutop  
21 UNGA, UN Convention Against Transnational Organized Crime (A/RES/55/25), 2000. http://undocs.org/A/RES/55/25 

UNODC, Enhancing the effectiveness of central authorities in international cooperation in criminal matters to counter TOC (8/1) , 2016. 

http://undocs.org/CTOC/COP/2016/15 
22 UNODC, United Nations Convention against Transnational Organized Crime and the Protocols Thereto, 2004. https://goo.gl/5hfgsU  
23 Ibid.  
24 UNODC, Signatories to the CTOC and its Protocols. https://www.unodc.org/unodc/en/treaties/CTOC/signatures.html  
25 Ibid. 
26 Ibid. 

https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/human-trafficking/what-is-human-trafficking.html
https://www.unodc.org/unodc/en/human-trafficking/smuggling-of-migrants.html
http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://goo.gl/5hfgsU
http://undocs.org/A/RES/50/145
https://goo.gl/pedFpP
http://undocs.org/A/RES/53/111
http://www.un.org/ga/search/view_doc.asp?symbol=A/51/950
https://www.unodc.org/unodc/en/about-unodc/index.html?ref=menutop
http://undocs.org/A/RES/55/25
http://undocs.org/CTOC/COP/2016/15
https://goo.gl/5hfgsU
https://www.unodc.org/unodc/en/treaties/CTOC/signatures.html
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States Parties shall provide CTOC with information on their legislative measures undertaken to enable its 

implementation.27  

Structure, Membership, and Governance  

Upon ratifying the Convention, States Parties become members of CTOC; currently, 188 States Parties have ratified 

the treaty.28 CTOC has six working groups composed of state experts, each focused on a specific subject matter: 

technical assistance, international cooperation, trafficking in persons, review of state implementation, firearms, and 

the smuggling of migrants.29 Working groups meet to create agendas, recommendations, and reports on their 

specific topic as a core component to CTOC. 

CTOC also works to improve the capacity of States Parties to combat organized crime; it also works to review the 

Convention.30 CTOC collects contributions from States Parties as part of a budget prepared by the Secretariat, 

gathers information regarding States Parties’ measures to combat transnational organized crime, and analyzes the 

successes and failures of such measures; this is done through voluntary contributions and voluntary sharing from “a 

percentage of the money or of the corresponding value of proceeds of crime or property confiscated,” in accordance 

with the Convention.31  

Recent Developments  

The priorities of CTOC recently have been the establishment of review mechanisms for the implementation of the 

Convention and its protocols, as well as continued meetings of the six main working groups developed by CTOC.32 

At the fifth session of CTOC, an open-ended intergovernmental Working Group on Firearms was permanently 

established.33 Through this Working Group, CTOC acknowledged and welcomed States Parties who supported the 

inclusion of a target to reduce illicit arms flows as a means of promoting peace and justice in the context of 

Transforming our World: the 2030 Agenda for Sustainable Development (2015) (“the 2030 Agenda”) and its 

accompanying sustainable development goals (SDGs).34 The Working Group on Firearms produced a list of 26 

recommendations related to regional and international cooperation in order to achieve target 16.4 of the SDGs, 
promotion of universal adherence to the Firearms Protocol, and strengthen investigation and prosecution.35 Most 

resolutions adopted by CTOC also highlight the importance of domestic legislation in conjunction with international 

decisions.36 In addressing new forms of commerce such as the internet, CTOC calls upon States Parties to develop 

domestic legislation and legal frameworks to stop the flow of transnational organized crime.37  

Conclusion 

Cooperation between States Parties in reporting transnational organized crime and the techniques which seek to 

combat it is paramount to the work of CTOC.38 Through working groups within CTOC, States Parties develop 

action plans to review and implement the goals of the Convention, its Protocols, and the decisions of CTOC itself.39 

CTOC has approached the issue of transnational organized crime with the knowledge that international collaboration 

and frameworks must be established to combat the constantly changing nature of this type of crime.40  

  

                                                        
27 Ibid. 
28 UNGA, United Nations Convention against Transnational Organized Crime (A/RES/55/25), 2000. https://goo.gl/DNSsXY  
29 UNODC, Working Groups Established by the Conference of the Parties . https://www.unodc.org/unodc/en/treaties/CTOC/working-groups.html  
30 UNODC, CoP to the UN Convention against Transnational Organized Crime. https://goo.gl/aXKNtz  
31 UNODC, Rules of Procedure for the CoP to CTOC, 2006. https://www.unodc.org/pdf/ctoccop_2006/05-85142_ebook-E.pdf 

UNODC, United Nations Convention against Transnational Organized Crime and the Protocols Thereto, 2004. https://goo.gl/5hfgsU  
32 UNDOC, Pilot programme to review the implementation of the UN CTOC. https://goo.gl/nx3WiK  
33 UNODC, Illicit manufacturing of and trafficking in firearms, their parts and components and ammunition (5/4) . 

http://undocs.org/CTOC/COP/2010/17 
34 UNODC, Report on the meeting of the Working Group on Firearms held in Vienna from 8-10 May 2017, 2017. https://goo.gl/Uv6pUy  
35 Ibid. 
36 UNODC, Strengthening the implementation of the Protocol against the Illicit Manufacturing of and Trafficking in Firearms, Their Parts and 

Components and Ammunition, supplementing the UN CTOC (A/RES/55/255), 2001. http://undocs.org/A/RES/55/255 
37 Ibid. 
38 Ibid. 
39 Ibid. 
40 Ibid. 

https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://sustainabledevelopment.un.org/post2015/transformingourworld
http://www.un.org/sustainabledevelopment/sustainable-development-goals/
http://www.un.org/sustainabledevelopment/sustainable-development-goals/
http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://goo.gl/DNSsXY
https://www.unodc.org/unodc/en/treaties/CTOC/working-groups.html
https://goo.gl/aXKNtz
https://www.unodc.org/pdf/ctoccop_2006/05-85142_ebook-E.pdf
https://goo.gl/5hfgsU
https://goo.gl/nx3WiK
http://undocs.org/CTOC/COP/2010/17
https://goo.gl/Uv6pUy
http://undocs.org/A/RES/55/255
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I. Combating the Illicit Trade of Firearms 

The trade of small arms is a multi-billion- dollar business. These are the weapons of the easy kill: 

the most portable, most easily accessible, most casual instruments of death- even a small child can, 

with its tiny muscles, vanquish a life. In war, however appallingly, it is often the child that receives 

the bullet. 

– Prince Zeid Ra’ad Al Hussein, United Nations High Commissioner for Human Rights  

Introduction  

Since 1989, armed violence has resulted in over 550,000 deaths per year, with the majority being in non-conflict 

settings.41 Eight million new small arms and up to 15 billion rounds of ammunition are manufactured annually, and 

it is estimated that 875 million small arms and light weapons are estimated in circulation worldwide.42 The global 

impact of illegal firearms has a financial and economic cost estimated at 14.3 trillion USD in 2016.43 As of the start 

of 2017, armed conflicted has displaced approximately 65.6 million people worldwide.44 Those deaths and 

displacement are a direct result of force carried out using firearms. Within the context of the Conference of the 

Parties to the United Nations Convention against Transnational Organized Crime (CTOC), it is clear that one of the 

biggest transnational security threats is the continued spread of firearms. Firearms facilitate a vast range of human 
rights violations, including killing and maiming, rape and other forms of sexual violence, enforced disappearance, 

torture, and forced recruitment of children by armed groups or forces.45 Research by the Control Arms campaign has 

demonstrated that small arms in the wrong hands lead directly to human rights abuses, including extrajudicial 

executions, forced disappearances, and the general repression of individuals and groups. This is most notably 

evidenced in places such as Bosnia and Herzegovina, Rwanda, the Democratic Republic of the Congo (DRC), and 

Sudan, where "small arms were effective tools of terror."46 

The control of the use and proliferation of firearms is difficult because it is not a straightforward task. Firearms have 
legitimate military and civilian uses, but their production is highly decentralized which is one of the problems when 

it comes to their proliferation in the international community.47 Firearms are an attractive option for widespread 

violence, as they are easily available, inexpensive, lethal, simple to use, easily portable and, and can be easily 

concealed.48  

Definitions 

The United Nations has not had a system-wide process that has determined a universal definition of “firearms” or of 

“small arms and light weapons.” Historically, popular usage of the terms applied “firearm” to civilian-used guns, 

and “small arms” for military use, often regulated together with “light weapons” under international humanitarian 

law and separate from military-used “heavy weapons.”49 However, the blurring lines between conventional warfare 

and criminal activity forced an evolution in the definition of “firearm” that was not dependent solely on usage. The 

Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and 

Ammunition (2001) (“the Firearms Protocol”), which supplements the Convention and entered into force in 2005, 

defines a firearm as: 

 “any portable barrelled weapon that expels, is designed to expel or may be readily converted to 

expel a shot, bullet or projectile by the action of an explosive, excluding antique firearms or their 

replicas. Antique firearms and their replicas shall be defined in accordance with domestic law. In 

no case, however, shall antique firearms include firearms manufactured after 1899.”50 

                                                        
41 Amnesty International, Killer facts: The scale of the global arms trade, 2015. https://goo.gl/zZzRRR  
42 Ibid.  
43 Ibid.  
44 UNHCR, Forced displacement worldwide at its highest in decades, 2017. http://www.unhcr.org/news/stories/2017/6/5941561f4.html  
45 UN Security Council, Small Arms: Report of the Secretary- General (S/2008/258), 2008. http://undocs.org/S/2008/258  
46 Harry Frank Guggenheim Foundation, SALW: A Call for Research, 2005. http://www.hfg.org/hfg_review/5/hfgsmallarms.pdf  
47 Saferworld, SALW Control: A Training Manual, p. 22, 2012. https://goo.gl/E5Xxvr 
48 Ibid., p. 25. 
49 UNODC, Study on Firearms, 2015, p. 1. https://www.unodc.org/documents/firearms-protocol/UNODC_Study_on_Firearms_WEB.pdf 
50 UNODC, Eighth session of the Conference of the Parties to the UN Convention against TOC, 2016. https://goo.gl/jWscko 

http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
https://goo.gl/zZzRRR
http://www.unhcr.org/news/stories/2017/6/5941561f4.html
http://undocs.org/S/2008/258
http://www.hfg.org/hfg_review/5/hfgsmallarms.pdf
https://goo.gl/E5Xxvr
https://www.unodc.org/documents/firearms-protocol/UNODC_Study_on_Firearms_WEB.pdf
https://goo.gl/jWscko
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This definition is inclusive of more narrowly-defined terms such as “small arms” and “light weapons,” and is 

therefore not exclusive of weapons designed for military use. However, given the usage of weapons designed for 

military usage in the context of organized crime, a broader definition may aid CTOC in ensuring its efforts and 

discussions capture the breadth of weapons that may be used to perpetuate organized crime. Furthermore, the 

definition within the Firearms Protocol is the primary definition originating within CTOC’s deliberations. 

Pistols and revolvers are the most commonly used and distributed firearm.51 These include the semi-automatic 

versions of pistols that are favored by law enforcement and military personnel.52 The production of firearms is not 

concentrated in only one area of the world. The most popular firearms are produced and distributed from the 

following Member States: Russian Federation (Makarov), Belgium (Browning), Austria (Glock), Italy and the 

United States (Beretta), and the United States (Smith & Wesson and Ruger).53 Automatic assault rifles are 

predominantly used as infantry weapons, and the market is dominated by three weapons series: Kalashnikov AK 

series (Russian Federation), M-16 series (United States), and the FN-FAL series (Belgium), with the G3 (Germany), 

SIG 540 series (Switzerland), AUG (Austria), and Galil rifles (Israel) all in close competition.54  

Firearms circulate in both military and civilian markets, where military markets involve legal transfers from the 

producing states to purchasing states, and civilian markets tend to get their supplies from producer surpluses, many 

of which are increased when military budgets are cut.55 While it is difficult to pinpoint how illegal firearms enter the 

market, there seven possible ways that can be identified: (1) Arms captured from enemies during fighting, (2) 

soldiers defecting from armed groups, (3) stolen or captured UN peacekeeping stocks, (4) arms supplied by the 

armed forces, (5) arms purchases through the open market, (6) supply from government stockpiles of nearby States, 

and (7) inheritance from family, relatives, or friends.56 The breadth of possible sources make it difficult to address 

the problem, and as a consequence, firearms are present in virtually every society.  

A variety of different motivations fuel the demand for illegal firearms. Most of the reasons stem from a lack of 

security or the feeling of a lack of security due to the actions or policies of the government.57 This lack of security 

can be due to armed conflict within the state, instability within the government, repression, or economic factors.  

 

                                                        
51 Small Arms Survey, Weapons and Markets, 2017. http://www.smallarmssurvey.org/weapons-and-markets/products/small-arms.html  
52 Ibid. 
53 Ibid. 
54 Ibid. 
55 Saferworld, SALW Control: A Training Manual, p. 22, 2012. https://goo.gl/E5Xxvr 
56 Araba, The Threat Posed by Availability and Inadequate Control of SALW: Case of Southern Sudan, p. 31-32, 2007. https://goo.gl/T7CDUS  
57 Saferworld, SALW Control: A Training Manual, p. 22, 201. https://goo.gl/E5Xxvr 
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International Framework  

At the international level, the Firearms Protocol supplements the Convention by providing States Parties with 

specific measures to address illicit trafficking of firearms, in the context of, and concurrent with, efforts to combat 

transnational organized crime.58 Adopted on 31 May 2001 pursuant to General Assembly resolution 55/255, the 
Firearms Protocol entered into force in 2005; its purpose is to strengthen “international cooperation” and develop 

“cohesive mechanisms to prevent combat and eradicate illicit manufacturing of and trafficking in firearms, their 

parts and components and ammunition.”59 The Firearms Protocol mandates that States Parties “criminalize offenses 

such as the illicit manufacture and trafficking of firearms and ammunition and the falsification or obligation of 

markings on firearms.”60 Additionally, States Parties commit to establishing a system of licensing and to monitor 

and trace firearms within their borders.61 Despite the binding nature of the document, there are gaps in the Protocol 

that reduce its comprehensiveness and provide exceptions for some State-to-State transfers in cases where one of the 

“States’ national security interests are at stake.”62 Regardless, given it was the first legally binding instrument 

governing firearms, it still should be viewed as a step forward.  

The United Nations Programme of Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and 

Light Weapons in All Its Aspects (2001) (“UN Programme of Action” or “UN PoA”) was adopted in 2001 with the 

goal of concretely combating the “collective threat” of small arms proliferation.63 The UN PoA calls for the 

implementation of ten “pillars” of policy focus: 

(1) National points of contact and coordination agencies; 

(2) legislation, regulations, and administrative procedures; 

(3) criminalization regimes; 
(4) stockpile management and security; 

(5) weapons collection and disposal; 

(6) export, import, and transfer controls and regulations; 

(7) brokering; 

(8) marking, tracing and record-keeping; 

(9) Disarmament, demobilization, and reintegration; and 

(10) assistance and international cooperation.64 

The Biennial Meeting of States (“BMS”) has been held infrequently despite its name, beginning in 2003 and most 

recently in its sixth session in 2016 focuses mostly on enhancing cooperation at the national level and implementing 

“effective legislative and control frameworks.”65 Reflecting on the UN PoA, it is clear that domestic reports lack 

sufficient information for detailed analysis, thus providing little insight into implementation on a domestic level.66 

This concern was echoed at the General Assembly First Committee in November 2011, stating that “the PoA 

process has failed to comprehensively evaluate the implementation of the PoA and how it has contributed and can 

contribute most effectively to a reduction in firearms-related violence.”67 

The third international instrument is the Arms Trade Treaty (ATT), which was adopted in 2012 at the United 
Nations Headquarters in New York.68 The ATT regulates the interstate transfers of conventional arms and prevents 

these transfers if certain criteria are met.69 Well over 130 Member State supported the inclusion of small arms and 

light weapons (SALW) in the list of items to be regulated by the treaty, which regulates the export, import, re-

                                                        
58 UNODC, The Firearms Protocol. http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html 
59 UNGA, Protocol against the Illicit Manufacturing of and Trafficking in Firearms, Their Parts and Components and Ammunition, 

supplementing the UN Convention against Transnational Organized Crime (A/RES/55/255), 2001. http://undocs.org/A/RES/55/255  
60 UNSC, Small Arms: Report of the Secretary General (S/2011/255), 2001. http://undocs.org/S/2011/255  
61 Gillis, Disarmament: A Basic Guide, 2009. http://www.un.org/disarmament/HomePage/ODAPublications/AdhocPublications/PDF/guide.pdf  
62 Anders, The UN Process on Small Arms: All Is Not Lost, 2007. www.armscontrol.org/print/2294  
63 UNGA, Protocol against Illicit Manufacturing of and Trafficking in Firearms, Their Parts and Components and Ammunition, supplementing in 

the UN Convention against Translational Organized Crime (A/RES/55/255), 2001. http://undocs.org/A/RES/55/255  
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65 UN Security Council, Small Arms: Report of the Secretary General (S/2011/255), 2001. http://undocs.org/S/2011/255  
66 Parker, 10 years of action on small arms: where are we now?, 2011. https://goo.gl/o8NUXL  
67 Poliacof, Statement made at the UN General Assembly First Committee on behalf of IANSA, 2011. https://goo.gl/eL7NY9  
68 IANSA, Differences between the ‘UN Programme of Action’ and the ‘UN Arms Trade Treaty’, 2011. https://goo.gl/J1n1nd  
69 United Nations, Arms Trade Treaty, 2012. https://unoda-web.s3.amazonaws.com/wp-content/uploads/2013/06/English7.pdf 
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export, transfer, transshipment, and brokering of these weapons.70 Transfers are prohibited if the SALW is likely to 

create or perpetuate armed conflict, be used for serious or systematic violations of either human rights law or 

international humanitarian law, or obstruct or detract from socioeconomic development or poverty reduction 

efforts.71 

The fourth instrument is the current international reporting tools that provide some measure of information and data 

as to flows of small arms globally. These four tools, (1) the United Nations Commodity Trade Statistics Database 

(UN Comtrade); (2) the UN Register of Conventional Arms (“the Register”); (3) the UN PoA Implementation 

Support System (PoA-ISS); and (4) national arms export reports, serve an essential service in tracking small arms 

flows through increasing the “quality and quantity of publically available information on international arms 

transfers.”72 Unfortunately, given the voluntary nature of these tools, data often is provided in an incomplete 

manner, lessening its effectiveness.73 Under the ATT, states which are party to the ATT submit mandatory annual 

reports on “authorized or actual exports and imports of conventional arms” covered by the treaty; however, even this 

requirement has the limitation that “reports may exclude commercially sensitive or national security information.”74 

Selected Key Documents 

The Protocol against the Illicit Manufacturing of and 
Trafficking in Firearms, their Parts and Components and 

Ammunition (“the Firearms Protocol”) 

UN General Assembly 2001 

United Nations Programme of Action to Prevent, Combat 

and Eradicate the Illicit Trade in Small Arms and Light 

Weapons in All Its Aspects (UN PoA) 

UN General Assembly 2001 

Arms Trade Treaty (ATT) 

UN General Assembly; 

Conference on the Arms 

Trade Treaty 

2013 

UNODC Study on Firearms UNODC 2015 

Role of CTOC and the International System 

CTOC oversees the implementation of the Convention as well as all Protocols, including the Firearms Protocol. 

Parties to the Firearms Protocol commit to a range of actions, including implementing the strongest possible 

legislation consistent with their national legal system, to prevent, investigate and prosecute the offenses stemming 

from the illicit manufacturing of and trafficking in firearms, such as “the confiscation, seizure, and destruction of 

firearms illicitly manufactured or trafficked; the maintenance of records for at least 10 years in order to identify and 

trace firearms; the issuance of licenses for the import and export of firearms and transit authorization prior to their 

actual transfers; and the marking of firearms permitting identification of the manufacturer of the firearm, and the 

country of and year of import.”75 

Parties to the Firearms Protocol also commit to “cooperate extensively at the bilateral, regional and international 

levels in order to achieve [its] objectives including providing training and technical assistance to other Parties,” and 

exchange relevant case-specific information on matters such as authorized producers, dealers, importers, exporters 

and carriers of firearms as well as information on organized criminal groups known to take part in the illicit 

manufacture and trafficking of such items.”76 

                                                        
70 Control Arms Alliance & Reaching Critical Will, Mapping the Arms Trade Treaty, 2012. http://armstreaty.org  
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72 United Nations, UN Register of Conventional Arms, 1992. https://www.un.org/disarmament/convarms/register/ 

SIPRI, National reports on arms exports, 2012. http://www.sipri.org/research/armaments/transfers/transparency/national_reports 

UN Comtrade, Read Me First, 2012. http://comtrade.un.org/db/help/uReadMeFirst.aspx 

Lazarevic, Transparency Counts: Assessing State Reporting on Small Arms Transfers, 2001–08, 2010. https://goo.gl/SZp9ig  
73 Saferworld, An Implementation Framework for the Arms Trade Treaty, 2011. https://goo.gl/TtVnpk  
74 Ibid.; 
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CTOC established an open-ended intergovernmental Working Group on Firearms pursuant to resolution 5/4, “to 

advise and assist […]the implementation of its mandate” with regard to the Firearms Protocol.77 In particular, the 

Working Group aims to facilitate implementation “through the exchange of experience and practices among experts 

and practitioners, including identifying successful practices, weaknesses, gaps, and challenges, as well as priorities 

and relevant topics, in the fight against trafficking in firearms,” and make recommendations to CTOC on how States 

Parties can better implement the provisions of the Firearms Protocol, the activities that the Secretariat should 

perform, and the development of technical assistance.78 

The UN Office on Drugs and Crime (UNODC), as the implementing entity which provides the technical and 

operational support for the implementation of the Convention and the decisions adopted by CTOC, has the mandate 

to help with combating the illicit trade of firearms within the international community.79 Through its Global 

Firearms Programme, UNODC “assist[s] states in building adequate criminal justice systems to effectively respond 

to the challenges posed by organized criminality specifically related to trafficking in firearms, its parts and 

components.”80 The work of the Global Programme on Firearms follows an integrated approach that is based on five 

pillars: 

“(a) support to intergovernmental processes related to firearms; (b) awareness-raising, legislative 

assistance and tools development to support ratification and implementation of the Protocol; (c) 

technical support for implementation of preventive control measures under the Protocol; (d) 

criminal justice responses and international cooperation for enhanced investigations and 

prosecutions of firearms-related criminality; (e) data collection and analysis on illicit firearms 

flows.”81 

Key Issues 

There are many ways in which firearms can end up being used illegally when a Member State is unable to fully 

control the accessibility, possession, and proliferation of arms. Political, economic, and social transformation and 

changes within a Member State tend to increase the availability and possibility to possess firearms illegally.82 The 

illegal use of firearms affects and is affected by development, security, gender, and age.83 

The presence of firearms encourages the use of violence as a means of resolving problems, has the potential to 

reignite conflict in areas where official conflict has ended, and interferes with humanitarian relief.84 Refugees are 

unlikely to return to their homes in areas where large amounts of weapons remain uncontrolled and in the hands of 

former combatants and criminal organizations.85 Civilians are likely to turn to criminal activity in areas where it is 

economically feasible, usually due to firearm access combined with a lack of jobs and ineffective policing.86 As a 

result of high rates of crime, other civilians are incentivized to acquire firearms in order to protect themselves and 

their family.87 Legitimate businesses are threatened by the increased risk and likelihood of property damage in areas 

where firearms proliferation is high.88 The lack of jobs raises the economic incentive of crime, starting the cycle all 

over again. 

Gender is also a crosscutting factor in the illicit trade in firearms. Men are statistically more likely to be the 

perpetrator and victim of firearms violence, as weapons may be perceived to be necessary for survival.89 Weapons 

are also associated with courage and honor, further encouraging their acquisition.90 While men are typically 

associated with firearms violence, women have also been known to take up arms, such in El Salvador, where around 

                                                        
77 Ibid. 
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82 Saferworld, SALW Control: A Training Manual, p. 22, 2012. https://goo.gl/E5Xxvr  
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90 Ibid.  

http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html
http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html
https://www.unodc.org/unodc/en/treaties/CTOC/index.html
http://www.unodc.org/unodc/en/firearms-protocol/project-details.html
http://www.unodc.org/unodc/en/firearms-protocol/the-firearms-protocol.html
http://www.unodc.org/unodc/en/firearms-protocol/project-details.html
https://goo.gl/E5Xxvr


 

13 

30% of the Sandinista National Liberation Front were women.91 In some situations, women encourage men to arm in 

order to protect the family or through the promotion of revenge.92 Women are more often the victim of threats and 

intimidation where firearms proliferation is high.93 

Combating trafficking of firearms as a means of achieving the SDGs 

In resolution 8/3, CTOC requested the Working Group on Firearms to consider its contribution to the achievement 

of Transforming our World: the 2030 Agenda for Sustainable Development (2015) (“the 2030 Agenda”) and its 

accompanying sustainable development goals (SDGs), and assess the ways in which efforts to implement the SDGs 

can contribute towards fighting illicit firearms trafficking.94 Combating organized crime and reducing illicit arms 

flows constitute important cross-cutting steps for achieving the SDGs, and in particular, Goal 16 on “promoting 

peaceful and inclusive societies for sustainable development, providing access to justice for all and building 

effective, accountable and inclusive institutions at all levels.”95 Target 16.4 of the SDGs specifically calls on 

Member States to “significantly reduce illicit financial and arms flows, strengthen the recovery and return of stolen 
assets and combat all forms of organized crime.”96 This target is particularly relevant as it “acknowledges the fact 

that organized crime is a major obstacle to sustainable development and focuses on two specific and significant 

illicit activities, which most organized criminal groups incur in — namely illicit financial flows (IFFs) and illicit 

arms flows — to measure the real progress made in the fight against organized crime.”97 An important aspect to 

highlight is that “illicit arms flows,” as referred to in target 16.4 of the SDGs is not clearly defined at the 

international level; “the terms “illicit flow” can refer to the illicit domestic and international circulation of arms, and 

can originate at different stages of the life cycle of a firearm, including the illicit manufacture of arms and the 

diversion of legally produced arms.”98 

Target 16.4 of the SDGs is also linked to target 16.1, which calls upon the international community to “significantly 

reduce all forms of violence and related death rates everywhere,” including, for example, “all forms of armed 

violence, both conflict-related and associated to criminal activities.” Further, there are other linkages to Goal 17 on 

the revitalization of the global partnership for sustainable development, including through South-South cooperation, 

in areas such as technology and capacity-building, as well as Goal 9 on building resilient infrastructure, promote 

sustainable industrialization and foster innovation.”99  

Efforts to achieve the SDGs directly align with efforts to implement the Firearms Protocol. Thus, the important 
considerations for States Parties are similar to those they would take into account when considering gaps in the 

Firearms Protocol and its implementation. Important challenges include the “effectiveness and sustainability of 

implemented control measures that contribute to the fight against illicit firearms trafficking and related offenses.”100 

Furthermore, it is important to discuss in more detail “the linkages between the different kinds of measures that 
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contribute to achieving target 16.4 of the SDGs as well as the setup and effectiveness of existing national 

mechanisms and authorities that monitor progress towards reduction of the illicit firearms trafficking.”101 

Prevention measures and firearms regulation 

Preventive measures aimed at enhancing existing regulations and control efforts are one of the most important areas 

of focus for the international community. Preventive measures encompass controls related to production and 

manufacturing; regulating civilian possession; marking and tracing; regulating brokering; and ensuring stockpile 

safety and security.  

Production and manufacturing 

Production and manufacturing controls are an “important element in efforts to prevent the destabilizing 

accumulation and uncontrolled spread” of firearms.102 These controls include the establishment of a licensing 

system, through which countries would issue, review, and renew licenses and authorizations for manufacturers.103 

Should illegal production occur, countries are bound by Article 5 of the Firearms Protocol to prosecute these 

producers under the appropriate domestic laws.104 Regional organizations that have addressed the issue of 

manufacturing and production include primarily the Organization for Security and Co-operation in Europe (OSCE). 

Other regions, including the Asia-Pacific region and the states in the Caribbean Community (CARICOM) have less 

developed legal structures to implement this, primarily because industrial weapons manufacturing is minimal in 
these regions.105 Despite that, the illicit manufacturing and production of weapons, also known as craft production or 

“hand crafted firearms,” can contribute to armed violence at a local level. A widely observed trend is increasing 

“craft production, which usually refers to firearms that are fabricated largely by hand in relatively small quantities,” 

which can “range from rudimentary handguns and shotguns to more advanced and sophisticated assault rifles.”106 

States are urged to incorporate consideration or craft production in their implementation, including through 

appropriate criminalization provisions.107 

Regulating civilian possession 

Regulating civilian possession of firearms is one of the more controversial issues being discussed as part of the 

ongoing conversations about firearms. Data from 2007 estimates that 74% of all firearms were owned by civilians, 

23% by the military, and 3% by law enforcement.108 According to recent studies, there “is a strong correlation 

between levels of firearms ownership and death rates, and vulnerable parts of the population, such as the poor, 

children and women, are often victims of firearms.”109 The majority of countries align themselves with these 

findings. However, strong opposition on the part of a few countries, most notably the United States, has prevented 

substantial limitations on civilian firearm possession in international documents.110 The UN PoA only is able to 

imply “a strong commitment to ensure sufficient controls on civilian possession,” and further controls are left nearly 
entirely up to each country.111 The UN Commission on Crime Prevention and Criminal Justice discovered that most 

of the 78 State Parties that responded require licensing for new firearms purchases, with varying degrees of 
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regulation for registration of firearms and safe storage.112 The report notes that despite these differences, the 

“underlying principles remain the same: regulate possession and use in an effort to prevent misuse and diversion.”113 

Marking and tracing weapons 

Marking and tracing of weapons enables law enforcement agencies “to identify the sources and routes of weapons in 
case of their diversion or criminal use and to punish those responsible.”114 It consists of giving each firearm a “serial 

number and information to identify the manufacturer and country of origin,” followed by registering the weapon 

with law enforcement, which enables it to be traced should that be necessary.115 The International Tracing 

Instrument (ITI) was created in 2001 as a complement to the Firearms Protocol, with a focus on illicit trafficking 

only and excluding State-to-State transfers, to provide a framework for marking and tracing.116 Regional 

organizations that have policies addressing tracing include the African Union (AU), OSCE, Southern African 

Development Community (SADC), Economic Community of West African States (ECOWAS), and the Nairobi 

Group. Regional initiatives include the Inter-American Convention, the OSCE Document on SALW, the SADC 
Protocol, the Nairobi Protocol, and the ECOWAS Moratorium.117 

The effectiveness of existing measures aimed at marking and tracing weapons is mixed. The International Tracing 

Instrument does not cover ammunition, which creates a large gap.118 Additionally, given the inability to move 

forward in recent meetings, combined with the extremely low rates of reporting and almost nonexistent information 

exchange, the ITI has been labeled a near failure.119 The information that was shared by states in their reports was 

also largely self-affirming and lacked constructive reflection on practical challenges being faced by their 

government in implementing the ITI.120 This clearly signals the need to rethink the approach to this critical area of 

the arms flow process, as without marking and tracing, any other control measures will be almost completely 
ineffective. 

There is a need for States Parties to strengthen marking, record-keeping, and tracing regimes in order to better-

identify firearms, support criminal investigations and increase the accountability of manufacturers, dealers, 

importers, exporters, brokers and commercial carriers and other license holders.121 Additionally, all of the 

mechanisms used to achieve those ends operate independently, and harmonization of existing instruments would 

assist individual states in achieving overall gains in combating the spread of illicit firearms.122 Other improvements 

that could be made to marking and tracing in order to ensure adequate information is available upon recovery of 
firearms that fall into the illicit market include manufacturers marking weapons, at the time of manufacture, in a way 

that notes intent to export and intended recipient; this would ensure compliance with international and regional 

standards and the national standards of the importing country.123 

Transfer and brokering controls 

Brokering concerns the conduct of individuals or companies who serve as intermediaries or “middlemen,” who 
arrange arms transactions; There is no international framework regulating their activity, although principles for 

conduct are laid out in the Firearms Protocol.124 Although brokers can facilitate legal arms deals, illicit brokers have 

been at the core of rising illicit trafficking, and as such are more often linked to illegal activity .125 Illicit brokering 
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has the potential to “adversely affect international peace and security” through prolonging conflicts and directly 

facilitating illicit transfers of massive amounts of firearms.126 Multilateral international initiatives have, since the 

mid-1990s, attempted to establish a common understanding of brokering, which has led to increased awareness of 

the issue. The UN PoA has relatively limited language regarding brokering, despite many strong statements in 

support of addressing the issue through the UN process. In subsequent years, there has been some progress on this 

issue, namely with references in recently adopted General Assembly resolutions on small arms and light weapons.127 

Regional measures range in strength, although it should be noted that measures are generally stronger on brokering 

than other issues.128 Organizations who have adopted measures against firearms include the European Union (EU), 

OSCE, Association of Southeast Asian Nations (ASEAN), AU, ECOWAS, United Nations Economic Commission 

for Europe (UNECE), CARICOM, and the Organization of American States (OAS).129 Additionally, the Wassenaar 

Arrangement agreed to common “Elements for Effective Legislation on Arms Brokering” in 2003, “raising the bar 

for brokering controls […] and the regulation of international transfers of conventional arms.”130 At the national 

level, the UN Group of Governmental Experts (GGE), a precursor step to the Preparatory Committees for the 

Conference on the ATT, called for the establishment of “systems of control for brokering […] in order to deal 

effectively with illicit or undesirable arms transfers” given the almost complete lack of any such system in any 

Member State.131 However, the final Arms Trade Treaty itself merely called upon States Parties to “take measures, 
pursuant to [their] national laws, to regulate brokering,” leaving the determination of which measures to take, and 

compliance and implementation structures, entirely up to the state.132 

The effectiveness of both international efforts and national policies is relatively clear: national controls are weak and 

states face a wide range of challenges in implementing and enforcing strong regulations, leading to ongoing 

exploitation by brokers and continued illicit trafficking. From 2002 to 2008, 52 Member States reported that they 

had established legal controls on brokering, and 33 were in the process of implementing their system.133 This low 

number of states with systems in place highlights a real danger, particularly to fragile states, of an “increased flow of 
weapons and potential outbreak of violence.”134 Additionally, the regulations that do exist often contain loopholes, 

such as exceptions for specific types of arms and military equipment, lack of provisions for tracking financial and 

transport services involved in arms brokering, or exempting “extraterritorial brokering” by their nationals and legal 

residents or registered companies.135  

Stockpile management 

Failure to properly manage stockpiles is identified as one of the issues resulting in rapid and destabilizing 
accumulations and the uncontrolled spread of small arms and the related “global surplus of small arms.”136 

Government-owned stockpiles comprise around 225 million small arms for military or law enforcement use 

worldwide; of these, an estimated 500,000 small arms are destroyed each year, in a direct contribution to global 

disarmament. It is important to reduce stockpiles as “aging, excess, and unstable stockpiles of conventional weapons 

and munitions pose dual threats of illicit proliferation and accidental explosion.”137 Stockpile management and 

surplus weapon destruction comprise the disposal or destruction of small arms and ammunition which are old, 

obsolete, or excessive in number.  
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Stockpile management policies have been successful in some small cases; however, overall, this remains one of the 

greatest challenges related to small arms. Particularly in post-conflict settings, stockpile management is extremely 

challenging and often overlooked.138 Ammunition stockpiles have served as sources for unintended explosive events 

in more than 50 countries, leading to “high numbers of casualties, severe destruction to infrastructure and the 

environment, and disruption of the livelihoods of entire communities.”139 A lack of basic accountability at all levels 

in stockpile management and surplus destruction is at the core of diversion of both ammunition and arms, 

undermining any protocols in place for safe management of stockpiles, particularly in conflict or post-conflict 

areas.140 Even in cases of arms embargoes, proliferation of ammunition in violation of the Security Council is so 
egregious that Resolution 1952 (2010) stated that management of stockpiles and destruction of surplus should be an 

“urgent priority.”141 

Illicit trade of firearms online, including on the ‘hidden’ or ‘dark web’ 

The sale of firearms on the “dark web” has been a contentious topic among buyers, vendors and market 
administrators, as well as law enforcement agencies and the broader public, since the emergence of early 

cryptomarkets.142 The types of firearms sold online are predominantly pistols, followed by rifles and sub-machine 

guns.143 The source of most weapons is the United States, and the destination is largely outside of the United States; 

most are therefore international transfers, though some transactions occur within either the United States or the 

destination country and are separately trafficked between jurisdictions.144 At present, the market online is somewhat 

limited, making it an attractive option for smaller groups or individuals.145 The anonymous nature of the dark web 

increases the safety for buyers and sellers by protecting their identities, and allows for a wide range of individuals 

from organized criminals to terrorist organizations to purchase weapons.146 This anonymity manifests itself as a 

challenge for law enforcement in two ways: personal anonymity undermines efforts to control access to firearms, 

and impedes the identification of suspects and charging individuals; and geographical anonymity obstructs law 

enforcement efforts while also increasing the risk for law enforcement personnel.147 

There are three legally binding instruments at the international level which are particularly relevant, the Convention, 

the Firearms Protocol, and the ATT. These instruments are applicable as they apply to transnational cases of 

trafficking in firearms, mandating that States Parties criminalize these acts. The implementation of these instruments 

provide operational measures that can contribute to addressing the illicit trafficking in firearms on the dark web, 

however, it would require an adaptation in approach “and investigative techniques from the ‘real’ to the ‘virtual’ 

world and the changing criminal environment.”148  

This issue has yet to be addressed in a comprehensive manner by CTOC; thus, States Parties have the opportunity to 

identify the ways in which existing legal instruments can be enhanced or expanded in order to address illicit 

trafficking in firearms, their parts and components, and ammunition on the dark web.149 Although the Convention is 

almost universally applicable, it would be essential to move towards and achieve universalization of the legally 

binding instruments.150 Additionally, Member States should take into account that the combined implementation of 

all three relevant instruments, although allowing for a comprehensive approach, would need to take into account a 

changing criminal environment, i.e. using web transactions and fewer instances in which criminals need to leave 

their anonymity behind.151 Taking into account “the personal and geographical anonymity challenges that 
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transactions on the dark web bring,” Member States could increase their “efforts to follow through on commitments 

relating to speedy and reliable international police and judicial cooperation and information exchange,” and 

strengthen control, regulatory, and preventive security measures to reduce the risk of firearms entering the illicit 

market.152 Efforts to address illicit trafficking on the ‘dark web’ would therefore reinforce existing efforts to 

transpose and implement the international “legal framework at the domestic level, in an efficient and comprehensive 

manner, including the foreseen preventive and security as well as enforcement measures.”153 

Conclusion 

There is a recognized relationship between illegal weapons and legal weapons in which the path taken from 

manufacture to illicit usage typically includes both legal and illegal transfer or trafficking; as a result, CTOC’s 

attempts to address the illicit trade in firearms must involve a holistic examination of both the legal and illegal 

aspects of firearm production, transfer, brokering, trafficking, and usage. Reducing overall global firearm 

proliferation must begin with marking and tracing, and include effective controls on their transfer and trade. The 
arms trade has grown more integrated globally, as has the global economy as a whole; as a result, firearms pass 

through “many hands” over the course of their life cycle, which begins with “manufacture and moves on to domestic 

and international transfer, storage (stockpiling), and final disposal (destruction)" [...] Most regulatory regimes are 

designed to maintain control over weapons and ammunition during a specific part of this cycle, but measures such as 

marking, record-keeping, and tracing intervene at several different stages.”154 Over the past decade, between “one-

third and three-quarters of all grave human rights violations and 85% of killings reported by Amnesty International” 

have involved the use of firearms, illustrating the importance of improving international oversight and regulation.155  

The proliferation of firearms is multi-faceted, requiring more than “patchwork solutions and inconsistent adherence” 
to international instruments.156 There is no single approach which “can tackle all aspects of the problem,” because 

there are so many factors to consider, including both international and domestic “security, trade, civil-military 

relations and the role of weapons in society.”157 CTOC needs to combine demand and supply side strategies, as well 

as “measures to prevent the recirculation of small arms and to dispose of the large existing surplus stocks.”158 Full 

implementation of existing frameworks and inclusion of new controls will be essential in order to effectively reduce 

and eliminate the illicit trafficking and proliferation of firearms. 

 How can the complementary and mutually reinforcing elements of the Firearms Protocol, UN Programme 
of Action on Small Arms and Light Weapons (UN PoA) and the Arms Trade Treaty (ATT) be strengthened 

and reinforced by States Parties and CTOC? 

 What are the emerging issues that need to be addressed by CTOC in order to prevent the trafficking of 

illicit firearms? 

 How, or to what extent, the already existing international legal framework provides an adequate and 

effective response to trafficking in firearms, their parts and components, and ammunition on the dark web? 

What are the potential implications of dark web enabled arms trafficking for law enforcement agencies and 

policymakers, at both national and international levels? 
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II. Disruption of Illicit Financial Flows as a Means to Combat Terrorism 

“Terrorist organizations […] increasingly employ elusive tricks to raise and transfer funds, 

covering their tracks and leaving little evidence for governments and the private sector to identify 

tainted resources or to follow the funding trail. Just as terrorist groups are innovating and 

diversifying, the international community must stay ahead of the curve to combat money laundering 

and the financing of terrorism.”  

– Secretary-General Ban Ki-moon159 

Introduction  

Terrorist organizations are becoming increasingly large, more complex, and well-funded.160 Addressing the methods 

of financing for terrorist organizations, and especially the role of technology therein, has become a priority for the 

international community.161 Terrorist groups have a large social and economic impact with 274 known terrorist 

groups carrying out 11,774 attacks worldwide in 2015; these attacks had an estimated $89.6 billion USD global 

economic impact.162 A single attack, such as the 2002 terrorist bombing of a nightclub in Indonesia, was estimated 

to cost over 50,000 USD.163 These attacks are fueled by ongoing funding endeavors, such as drug trafficking, human 

trafficking, and arms trafficking.164 These forms of trafficking, along with other illicit activities, disrupt the 
development of local communities by harming economies and endangering those involved.165  

The mandate of the Conference of the Parties to the Convention on Transnational Organized Crime (CTOC), as 

outlined in General Assembly resolution 55/25, is focused on combating organized crime groups (OCGs).166 The 

same resolution mentions the connection between terrorism and illicit crime, emphasizing the responsibility of 

CTOC to combat all forms of crime.167 Terrorist organizations often use money laundering to hide the destination 

and ultimate purpose of their funds from law enforcement.168 Money laundering includes the methods used to mask 

the location and movements of assets including transfers through foreign banks or funneling profits through fake 
companies.169 The International Convention for the Suppression of the Financing of Terrorism (1999) provides a 

definition of terrorism as an act intending to do harm to others in armed conflict in order “to intimidate a population, 

or to compel a government or an international organization to do or to abstain from doing any act.”170 Several 

protocols were passed to supplement Convention against Transnational Organized Crime (2000) (“the 

Convention”), including the Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women 

and Children (2000) (“the Trafficking in Persons Protocol”), the Protocol against the Smuggling of Migrants by 

Land, Sea and Air (2000) (“the Smuggling of Migrants Protocol”), and the Protocol against the Illicit 

Manufacturing in Firearms, their Parts and Components and Ammunition (2000) (“the Firearms Protocol”).171 

Terrorist organizations use illicit financial flows (IFFs) to transfer the profit earned from these illicit activities.172 

While there is no universally accepted definition of IFFs, an Economic and Social Council report titled “World 

crime trends and emerging issues and responses in the field of crime prevention and criminal justice” 

(E/CN.15/2016/10) defines IFFs as “all financial flows that have at some point broken the law,” many of which are 
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utilizing technological payment systems which provide for more security and ease for the user, but concurrently 

pose a challenge and thus increasing the difficulty in terms of tracking law enforcement173 

The three main issues surrounding the disruption of IFFs to combat terrorism include the criminal activities used to 

gain illicit funds, the negative effects they have on local communities, and the technology and transportation 
systems used to transfer and garner these funds.174 It is would be advantageous for CTOC to address these issues 

from the viewpoint of the CTOC mandate to “improve the capacity of States Parties to combat transnational 

organized crime.”175 Addressing these issues will require States Parties to collaborate with domestic law 

enforcement and financial institutions in order to empower such establishments to combat the IFFs rooted in terrorist 

funding that affects States Parties worldwide.176  

International Framework  

The International Convention for the Suppression of the Financing of Terrorism (1999), adopted by the General 

Assembly in resolution 54/109 of 9 December 1999, is the most extensive international agreement on combating 

terrorism financing.177 It encourages all Member States to establish domestic laws capable of bringing all those who 

directly or indirectly finance terrorism to justice.178 It also obligates Member States to freeze and seize all funds 

connected to terrorist organizations and works to support Member State efforts to increase transparency in financial 

institutions.179 Aligning domestic legislation with the international obligations in the agreement is vital for effective 

implementation, and therefore combating IFFs from funding terrorist organizations.180  

The Convention, which, along with its supplementary protocols is the primary guiding framework for the work of 

CTOC, criminalizes money laundering, specifically when it stems from profit obtained from criminal activities.181 

The document provides a legal framework for combating issues such as money laundering and provides CTOC with 

areas of influence over IFFs and terrorism under the mandate listed in Article 32.182 

Terrorist organizations often use illicit activities including drug trafficking, human trafficking, and illicit arms 

trafficking in order to gain profit and fund terrorist activities.183 The supplementary protocols to the Convention 
work to prevent and help States Parties prosecute the criminals involved in these activities; preventing the crimes 

used to gain profits could potentially prevent terrorist financing.184 The Firearms Protocol works to combat arms 

trafficking and remove firearms from the black market and provides a legally binding instrument that provides 

States Parties with methods to oversee the flow of legal firearms as well as detect, investigate, and prosecute for 

arms that enter the illegal markets.185  

The Trafficking in Persons Protocol provides a framework that facilitates the creation of laws and domestic 

implementation strategies to prevent trafficking.186 The Trafficking in Persons Protocol obligates States Parties to 

protect those at risk of human trafficking and promotes international cooperation in order to prevent cross-border 
trafficking.187 Isolating the movement of human trafficking victims from crossing borders, and creating stronger 
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domestic implementation to bring those involved in human trafficking, to justice can prevent terrorist organizations 

from profiting off of this crime.188 

While there is no supplementary protocol to the Convention regarding drugs trafficking, there are previous 

frameworks to help Member States prevent this crime. The Convention against Illicit Traffic in Narcotic Drugs 
(1988) was established to provide a legal framework for combating drug trafficking by encouraging Member States 

to increase their efforts to eradicate drug trafficking.189 The Convention also encourages international cooperation in 

order to control cross-border trafficking and provides mechanisms to control the movement of substances that lead 

to major drug trafficking.190 These protocols remain the basis for state assistance to combat these sources of 

financing and provide legal guidance to prosecuting those who have committed the illicit acts that further terrorist 

financing.191 

Transforming our World: the 2030 Agenda for Sustainable Development (2015) (“the 2030 Agenda”) and its 

accompanying sustainable development goals (SDGs) give the international community a broad plan of action 
which includes specific goals that focus appropriate UN bodies to combating the illicit activities and money 

laundering that supports terrorist funding.192 Goal 8 promotes decent work and the eradication of human trafficking 

which comprises a common source of funding for terrorist organizations.193 Eradicating these illicit activities is 

essential to cutting off terrorist funding sources.194 Goal 16 focuses on establishing peace, justice and strong 

institutions in order to support sustainable development.195 One target of this goal concentrates on the reduction of 

IFFs and building up national institutions.196 This may include efforts that track and prevent IFFs through national 

and private institutions such as law enforcement and banks, to combat terrorism financing.197 

Key Documents 

International Convention for the Suppression of the 

Financing of Terrorism 

UN General Assembly 1999 

Convention against Transnational Organized Crime 
(“the Convention”) 

UN General Assembly 2000 

The Protocol to Prevent, Suppress and Punish 

Trafficking in Persons, Especially Women and 

Children (“the Trafficking in Persons Protocol”) 

UN General Assembly 2000 

Transforming our World: the 2030 Agenda for 

Sustainable Development, and its Sustainable 

Development Goals (SDGs) 

UN General Assembly 2015 

Role of CTOC and the International System 

The General Assembly made one of the first major steps in addressing the issue of disrupting IFFs to combat 

terrorism by establishing the Ad Hoc Committee on terrorism financing in General Assembly resolution 51/210 of 

16 January 1997.198 One major result of the Ad Hoc Committee is the International Convention for the Suppression 

of the Financing of Terrorism (2000).199 General Assembly actions that combat terrorism financing are often 

established by CTOC and its advisory body. CTOC works to prevent transnational organized crime in all its forms 

including the acts that amass funds for terrorist organizations.200 The UN Office on Drugs and Crime (UNODC) acts 
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as an oversight body to CTOC; UNODC is mandated to combat international crime with an extended mandate to 

implement terrorism prevention measures.201 

CTOC has established working groups focused on increasing international cooperation and providing technical 

assistance to States Parties implementing the strategies suggested by the Committee.202 In order to further the 
progress in protecting local communities and States Parties from the negative effects of terrorism financing 

activities, States Parties should do their best to examine policies that work to strengthen local infrastructure 

including law enforcement, businesses, and financial institutions.203 

The Security Council has also contributed to combating terrorism financing by adopting resolution 2368 of 20 July 

2017 on imposing stricter definitions on criminal prosecution of terrorism financing.204 This includes actions of 

charging the parties that have supplied financing to terrorist organizations, directly or indirectly, with the same 

sanctions as the group they financed.205 The Security Council has also criminalized terrorism financing through 

resolution 1373 adopted 28 September 2001.206 This resolution focused on building capacity of Member States to 
combat terrorism financing by establishing the Counter-Terrorism Executive Directorate, which conducts workshops 

on asset freezing and other mechanisms to combat money laundering which is often used to hide terrorist funding.207 

The prevention of money laundering is strengthened by strong partnerships with financial institutions to prevent 

fraudulent funds from moving through different banks. The Financial Action Task Force (FATF) is a group 

comprised of 37 Member States, and works with several international organizations, including the UNODC and the 

World Bank.208 The organization functions to find ways for Member States to prevent money laundering, and 

therefore prevent terrorism financing.209 The FATF has created a document titled the FATF 40 Recommendations 

(2003), which provides an expansive legal framework for all Member States working to combat money laundering 
from terrorist groups and OCGs within their state.210 The International Monetary Fund (IMF) has compiled a list of 

reference materials related to combating money laundering and terrorism financing.211 These instruments are made 

to build up Member State capacity including a Model Legislation written by the IMF and UNODC helpful to states 

in establishing legislation to criminalize terrorism financing at a national and regional level.212 

Key Issues  

Effects of Terrorism Financing Activities on Local Regions 

The local economy, government, and stability of a region are hindered by the activities used to fund terrorist 

organizations.213 The loss of workers through the victimization of human trafficking takes salaries away from local 

families and their communities.214 Human trafficking, comprised of crimes including sex trafficking and forced 

labor, is currently the fastest growing source of transnational organized crime, victimizing an estimated 21 million 

people.215 This crime, along with many other sources of terrorism financing, often occur among the most vulnerable 
populations including refugees and internally displaced persons.216 Terrorist organizations profit from human 
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trafficking by owning brothels and taxing local sex workers who operate in the same territory, or getting free labor 

from the forced labor victims.217  

This has an especially large impact on remittance flows, the money that migrants send home to their families, 

considering migrants are one of the groups most at risk of being victimized by human trafficking.218 Preventing 
illicit activities, such as human trafficking, can cut off this source of funding for terrorist organizations and improve 

livelihoods by protecting human trafficking victims and improving the local economies who depend on their pay.219 

Security Council resolution 2331 (2016) suggests the improvement of national action plans to prevent human 

trafficking and other crimes hindering the local economy.220 Resolution 2331 (2016) also suggests Member States 

strengthen domestic law and justice systems in order to prosecute for human trafficking.221 Providing Member States 

with the tools to strengthen domestic law enforcement agencies is essential to preventing illicit acts that fuel terrorist 

organizations.222 

Drug trafficking accounts for over a third of all transnational organized crime constituting a criminal enterprise 
worth over $400 billion USD.223 Drug criminals exploit instability in areas experiencing conflict or at high risk of 

corruption in order to make the product then sell illicit substances across borders or online in order to profit and 

finance terrorist organizations.224 In some terrorist activities, drugs have even been used as the currency, such as in 

the 2004 train bombings in Madrid, Spain connected to the terrorist group Al-Qaida.225 These illicit industries entice 

workers to gain employment from criminal activities if it offers a higher income.226 The growth of illicit crimes, 

such as the making of drugs or arms, takes profit and employees away from legitimate businesses in the area.227 This 

can strongly disrupt economies and distort local market competition due to reduced prices from companies who use 

forced labor.228  

Terrorist groups, and the crimes used to finance them, are fueled by the instability and corruption of a region.229
 

They are best able to operate when they can provide incentives to local authorities and populations willing to shield 

their illicit activities. This leads to greater instability making it more difficult for the local community to develop, 

preserving a cycle of insecurity and continuing poverty that allow these dangerous organizations to prosper.230 The 

increased number of small arms and light weapons from the illegal market increases the availability of weaponry 

and the risk of violence.231 This can lead to fighting among various crime groups which further increases the amount 

of violence and the instability of already unstable regions.232  

Crime groups are easily able to make and sell firearms in such regions due to corruption in unstable regions allowing 

these illicit industries to continue and use profits from firearms sales to fund terrorist activities.233 Selling arms, and 

other products, outside the purview of a State Party can result in a loss of sales and income tax, and lessens the funds 

received by the government in areas affected by these crimes.234 The Firearms Protocol provides legal guidance to 

control the illicit flow of firearms and investigate those dealing in illegal arms however crimes in areas high in 
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corruption often go unreported.235 Implementing domestic strategies to track crimes in unstable regions and work to 

decrease corruption are necessary to detect terrorist groups and their funding activities. 

The Role of Technology 

Terrorist organizations use the internet to operate their financing through four methods: direct solicitation; the front 

of charitable organizations to obtain direct funds; the use of e-commerce tools; and online payment tools to operate 

their sales.236 The availability and anonymity of the internet has fueled sales in these illicit industries including 

drugs, human, and arms trafficking sales.237 The availability of technology has led to higher globalization and 

international internet connections terrorist organizations can operate within while the development of technology 

such as the dark web has allowed them to further mask financing movements.238 The “dark web” uses technology to 

hide the user’s internet protocol (IP) address, and therefore their location, when visiting specific websites making it 

almost impossible to track the online movements of terrorist organizations using this technology.239  

With the rise of increasing internet access worldwide, terrorist organizations have used crypto-currencies, such as 

Bitcoin, to further mask their transactions.240 Bitcoin is a decentralized currency with no physical bank or 

government regulating the sale of the currency.241 The online service does not require a real name and makes 

international transactions easy and anonymous.242 A report from the IMF titled “Money Laundering and Terrorism 

Financing” suggests that Member States include prevention and detection policies in their domestic financial 

frameworks in order to prevent IFFs.243 Member States should keep the rise of new technology and the challenges 

they present, such as online secrecy, and the difficulty faced in tracking online IFFs in mind when discussing 

strategies to build the capacity of states to combat terrorism financing.244  

Terrorist organizations have also used the rise of social media to increase sales and mask the true nature of their 

networks of fundraisers and co-facilitators, comprising another difficulty law enforcement has when attempting to 

track terrorism financing networks.245 As was the case with an Al-Qaida officer directing the organization's social 

media efforts.246 Law enforcement managed to track the officer’s online activity and shut down his accounts in order 

to stop the raising of funds.247 However, just hours after his accounts were tracked and deleted, the same profiles 

resurfaced on the same social media networks spreading fundraising efforts.248 It is important to gain the assistance 

of technology companies within the private sector in order to shut down websites or accounts related to terrorism 

fundraising activities and find ways to prevent them from resurfacing.249 

Money laundering also occurs within non-technological means of transportation, including cash couriers, front 

companies, offshore accounts, fraudulent loans, and smuggling routes.250 Money laundering has been used to mask 

terrorism financing by exploiting the complexity of the global financial system to erase the link between criminal 

funds and terrorist originations.251 The IMF established a trust fund to finance initiatives for the development of anti-
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money laundering.252 However, several Member States still experience smuggling of IFFs within their borders due 

to financing and banking structures that permit secrecy within their transactions.253 The issue brief on “Coherent 

policies for combating Illicit Financial Flows” from UNODC addressed these issues and encouraged transparency in 

banking structures to allow governments to check transactions and catch IFFs.254 Increasing cross-border security 

and invoices can also prevent smuggling efforts in the form of illicitly gained physical currency.255  

Conclusion 

Terrorism financing remains a multi-faceted issue because the activities are fueling terrorism funding, such as 

human, arms, and drugs trafficking, halts development in local regions. This, in turn, creates an unstable 

environment that allows for higher corruption and the corruption allows terrorism activities to continue increasing 

instability. The IFFs that connect the illicit activities to the terrorist organizations are becoming increasingly difficult 

to track with elusive money laundering techniques and technological anonymity.256 Many of these subjects have 

referenced cooperation between domestic governments and private financial institutions as a vital key to addressing 
these issues. as well as strengthening the pre-existing protocols on several of the industries fueling terrorism 

financing.257 However, the implementation of these protocols and reduction of illicit crimes related to terrorism 

financing along with the development of frameworks able to keep up with modern technology and ways to track 

transactions remains an issue to States Parties worldwide.258  

 How can States Parties address corruption in regards to its continuation of illicit activities and the terrorism 

funding it provides? 

 How can individual States Parties work to build up the capacity of their own economies and justice systems 
to block the illicit activities funding terrorist organizations? 

 As technology advances and tracking illicit crimes and funds gained from terrorist activities becomes more 

difficult, how can States Parties work with the private financial and technology sectors to track the online 

presence of these illicit organizations? 
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